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1
Decision/action requested

It is proposed to approve the changes to the living document to TS 33.310 on ACM_SBA.
2
References

[1]
3GPP S3-232423: “Living document for ACM_SBA (Automated Certificate Management in SBA)”
3
Rationale

This document proposes to add the procedure and mechanisms to set up the initial trust and ensure that the operator RA/CA is able to verify that the NF instance ID in the CSR belongs to the NF instance requesting the certificate, as recommended in the conclusion for KI#2 and KI#8 of TR 33.876 in [1], in clause X.3. 
4
Detailed proposal

*** START OF FIRST CHANGES ***

X
Certificate Management for 5GC NFs

      Editor's Note: This clause does not consider infrastructure deployment specifics thus may not be applicable to some deployment scenarios (e.g., 5GC NFs deployed on Cloud Native platform). 
X.1
General

Editor's Note: This clause introduces the new chapter and the specific contents to be included in the next sub-clauses. The list of contents to be included in the normative text is not closed yet, so the current outline can be extended with new clauses. 
X.2
Certificate enrolment and renewal for 5GC NFs

Editor's Note: This clause describes the protocol and corresponding procedures for certificate enrolment and renewal for 5GC NFs.

X.2.1
CMP Profiling

Editor's Note: This clause describes the parametrization proposed for CMP protocol framework, and will include sub-clauses corresponding to General Requirements, profile for PKIMessage, profile for PKIHeader field, and profile for the PKIBody field.

X.2.2
CMP transport

Editor's Note: This clause describes the transport options for CMP.

X.3 
Set up of initial trust
The protection of the NF certificate enrolment procedure requires to build initial trust between the 5GC NF and the operator CA/RA, to allow the first to fetch an operator certificate. 
The assumption is that the OAM system is trusted for the operator CA/RA, i.e., the trust between the OAM system and the operator CA/RA shall have been preestablished. 
The OAM system of the 5GC NF, which instantiates the NF, shall provide the initial trust to be used during the 5GC NF operator certificate enrolment procedure, as part of the initial configuration of the NF. The initial trust should be deployed by OAM issued certificates. 
NOTE 1: Other deployment options for the initial trust provided by the OAM to the 5GC NF are valid but left to implementation and operator decision. 

The deployment of the initial trust as OAM certificate requires the configuration of a local CA used for 5GC NFs within SBA domain, specifically within the same security trust domain of the NF, managed by the OAM system.
The operator CA/RA shall be able to verify that the NF Instance Id in the certificate request belongs to the NF instance requesting the certificate.

Figure X.3-1 depicts the procedure for the set-up of initial trust in 5GC NFs.
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Figure X.3-1: Procedure for set up of initial trust
1. The public root certificate of the OAM local CA shall be configured as trust anchor in the operator CA/RA
2. The local CA in the OAM system should issue an initial certificate to the NF as part of its configuration. This certificate shall be configured with the NF Instance Id in SubjectAltName field. The fetching procedure of this certificate by the NF is left to implementation. 
3. The 5GC NF generates a public/private key pair, and the request of an EE operator certificate to the operator CA/RA, that shall include the initial trust (OAM issued certificate) fetched in step 2, proof of possession, certificate chain of local CA, and the NF Instance Id in SubjectAltName field. 
NOTE 2: Some 5GC NF implementations may include separate certificate management function(s) acting on behalf of the NF towards the CA/RA. The requirements of this procedure are applicable to those functions. 
4. Certificate enrolment request is sent.
5. The operator CA/RA shall verify the digital signature on the certificate enrolment request against the trust anchor configured in step 1, and the proof of possession of the private key for the requested operator certificate. It shall verify as well that the NF Instance Id in the SubjectAltName field of the Certificate Enrolment Request corresponds to the NF Instance Id of the initial OAM issued certificate.
6. Certificate enrolment response, that shall include the operator certificate for the 5GC NF, operator public root CA certificate, the signature of the response message and corresponding certificate chain for authentication.       

X.4
Certificate lifecycle management 

Editor's Note: This clause describes several procedures dealing with the certificate’s lifecycle management.

X.4.1
Certificates revocation procedures

Editor's Note: This clause describes the recommended certification revocation schemas to be supported in 5GC, in principle CRLs, and potentially (to be evaluated) OCSP and OCSP stapling. Corresponding sub-clauses can be added if required. 

X.5
Validation of usage of X.509 certificate  


Editor's Note: This clause describes the procedure to indicate and validate the purpose of the X.509 certificates used in 5GC.

*** END OF FIRST CHANGES ***
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